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Abstract

This paper introduces a combination of three methods including a modified RSA cryptography,
hidden text using steganography, and selection of random pixel from image to improve the general
security level of the system. In this regard, the image is a carrier of the information transmitted
through the media, and the fluid motion image is used to hide the information after it was encoded
using modify RSA technique that before hiding it in a random way, because the image of fluid motion
possesses the sinusoidal waves and turbulent motion. In this paper, a combination of three techniques
is utilized in order to prevent the intruders and attackers from detecting the information and sharing
it with others. LSB technique is used for hiding the message in image-based steganography. In
addition, pseudo number to choose the random number of pixel when hiding the message after
encryption. Four measures including Peak Signal to Noise Ratio (PSNR), Mean Squared Error
(MSE), Structural Similarity Index Measure (SSIM), and histogram are used to compare the original
image and stego-image. The results demonstrated the outperformance of the proposed method so
that neither the attacker nor the intruder could discover the information contained within the image,
due to the large value of the PSNR, very small value of the MSE, stability of the SSIM, and matching
the histograms.
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1. Introduction

Most of the systems in the world suffer from the intervention of attackers or intruders, and they
change or tamper with the important information transmitted through those systems. To solve these
problems, a lot of researchers have devised many ways to avoid these problems and prevent them
from revealing and tampering with information. Cryptography and Steganography are the most
well-known methods used to maintain the important information during transmission. An inclusion
algorithm for concealment encrypted messages in non-contiguous and random pixel positions in
edges and smooth regions of images [11]. Cryptography encoding and using suitable key, while the
steganography is a method hiding information in the media [21, 13, 18]. Using hash function to
generated modality for concealment data into LSB of RGB pixel values of the carrier media [10].
Using two versions of the suggested algorithm, named standard LSB and Condition Based LSB,
the standard LSB version beat on the second suggested version [17]. A Mixed steganography and
encryption technique is implemented on the time domain in which at the beginning, image encryption
of the secret handwritten signature is done using RSA, then randomly enters in the last three bits
dependent to mathematical randomized [22]. Combining phases of cryptography techniques: DNA
algorithm, GZIP algorithm, AES and image, multiplying by laborer along the last phase of DNA
encryption, LSB image steganography technology is used to conceal the encrypted letter in a high-
quality image steganography [4]. Another method used image encryption scheme based on Lorenz
hyperchaotic system and RSA Algorithm [16]. a new asymmetric image encryption scheme depended
on the RSA algorithm and Arnold transformation, First, the asymmetric public key of RSA algorithm
is utilized to generate the premier values for a quantum logistic chart. Second, the parameters
of the Arnold chart are calculated. Then, Arnold creeping operation is procedure on the normal
image to investigate the rough concealment of image information. Third, each column and each row
of the image are possessed as various units respectively and then exclusive-OR (XOR) diffusion is
applied [23]. Another approach is combining steganography and cryptography via concealment secret
message in color image [13]. Combining human skin-color offer along with the LSB algorithm which
can select the inclusion areas is another alternative. This idea is based on the fact that the Human
Vision System (HVS) inclines to focus its notice on choosing certain structures of the visual sight
instead of the whole image [20]. Another approach is based on data transfer department and data
extraction department. In data transfer department, secret data is encrypted using RSA technique
or algorithm mean while preprocessing of carries image is implemented and knight tour technique is
used to make path for knight [6]. Another method studied hiding secret data into grayscale digital
image. It benefits of combining the RSA encryption with steganography technique. This approach
depends on searching for congruent bits - two by two bits - between the secret data bits and image
pixel values. In case the bits are non-congruent, it hides the secret data bits at drag least significant
bits (LSB). Using two kind of images are for applying the steganography technique, one is bright
grayscale image and the other is dark grayscale image [5]. STR-indicator steganography algorithm
for embedding data depends on the LSB, utilize benchmark RGB images as a cover media where
each pixel is represented by three bytes (red, green, blue) in pixel [2]. Architecture expanded visual
cryptographic sketch for color images utilized Arnold Mapping to certain that the partner pixels are
quite scrambled and the random diffusion quite scrambled to elimination any engagement with the
premier image contents, thus it improved the security [3]. This paper presents a new method to
prevent the attackers, intruders and cryptanalysis to access, tamper or alter confidential data. We
used three methods, cryptography (modify RSA), randomization of the selected pixel and hiding
method (i.e. steganography).
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Figure 1: Data types of steganography [22]

2. Preliminaries

2.1. RSA cryptography

RSA encryption/decryption is used in defense, banking and internet transactions and different
application. One of the first and the most widely used algorithms for public-key encryption is RSA.
this algorithm is derived from the researchers named Ron Rivest, Adi Shamir and Leonard Adleman,
who published it in 1977 during working at MIT institute. The RSA is commonly used to generate
the public-key encryption and decryption [17]. The RSA algorithm is asymmetric. It is possess two
keys: public and private keys. Then, it follows five step for key generation process:
1. Choose two large prime numbers (p and q).
2. Compute n = p× q.
3. Calculate Φ(n) = (p− 1)× (q − 1).
4. Choose an integer e such that 1 < e < Φ(n), and:
(a) Ensure that gcd(e; Φ(n)) = 1.
(b) Ensure that e and Φ(n) are coprime.
5. Compute an integer d, such that d = e−1 mod Φ(n).

We can use both generated asymmetric keys in the encryption and decryption. The private key
consists of (d), and public key consist of (n,e). Kpublic = (e, n), Kprivate = (d, n) [7].

2.2. Pseudo-random number generator

Generating random numbers as ”keys” to the most cryptography basics is a challenging task for
computers. A function of pesudo-random number generator, once provided by an initialized random
seed, produces a sequence of random numbers which means that an observer who does not know
the value of seed number cannot recognize the result from random bit generation [12]. To generate
random set from the pixels, the Linear Congruential Random Number Generator (LCRNG) first
proposed by Lehmer [14] is applied. the LCRNG is one of the most common techniques to generate a
sequence of random numbers x0, x1, . . . in range [0, n−1]. The seed number is x0. Every consecutive
random number xi+1

xi+1 = q × xi + z mod n (2.1)

where q is constant multiplier, z is the increment, and n is modulus.

2.3. LSB Steganography

The word Steganography is originated from the Greek word ”steganos” which means covered or
secret and ”graphy” which means writing or drawing. The goal of the steganography is to hide secret
data inside the transmission media so as to prevent the enemy from discovering the presence of a secret
message inside that media. Steganography can be applied to many types of data including audio,
video, and images and it can hide any kind of digital information. The data types of steganography are
shown in Figure 1 [8]. LSB is one of the simplest techniques in spatial domain image steganography
[23]. It is easy to concealment and easy to enforcement by the following algorithm. The ploy behind
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data inclusion is to simply alter the last bit value of pixel of the carrier media with the message. See
the example bellow:
Image file bit: 10101101 11001010 10111010 01011001
Message: 0010
Stego Image: 10101100 11001010 10111011 01011000
Later, some expanded of this technique has been suggested, implemented by several researchers. A
study [1] shows that bit replacement can also be done on the 6th, 7th, 8th bit and even on the
combination of them.

2.4. Fidelity Measure

This sort of measures is used to guess the difference level between the original image and the
stego-image. The most famous measures are as follows [19]:

2.4.1. Mean Square Error(MSE)

It is the mean of the square error of two images:

MSE =
1

RC

c∑
y=1

R∑
x=1

(f0(x, y)− fe(x, y))
2 (2.2)

2.4.2. Peak Signal to Noise Ratio (PSNR)

The values PSNR are used to compare between the original and stego- images, this values are
measure the ratio of distortion, and determined by two equation(3,4):
A- in color image the equation is:

PSNR = 10 log10(
(maxxy f0(x, y)−minxy Fe(x, y))

2

MSE
(2.3)

B- In gray scale image

PSNR = 10 log10(
(2522)

MSE
(2.4)

where fo is original, fe embedded image, maxxy f0(x, y) = 255 and minxy fe(x, y) = 0.

2.4.3. Structural similarity index measure (SSIM)

A modern measure such as Structural Similarity Index Metric (SSIM) can supply a show com-
parison along with MSE and PSNR. The high SSIM close to one indicates more similarity. SSIM
can be calculated by (5):

SSIM(x, y) =
(2µxµy + n1)(2σxy + n2)

(µ2
x + µ2

y + n1)(σ2
x + σ2

y + n2)
(2.5)

Where σ is standard deviation, µ is the mean intensity, constants n1 and n2 > 0 are used to
assure stability when other parameters approximated to 0’s.

3. Modify RSA and structure system

We proposed a new system using a modification of the RSA algorithm, when multiplying the
standard RSA equation by integer number in case of encryption and divided by the same number in
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Figure 2: The encryption and decryption flowchart

case of decryption, and this number consider another key added to the private and public key. E is
the cipher-text produce in equation (??), now, the equation of RSA becomes:

E = (M e mod n)×B (3.1)

where B is a positive integer. The equation of decryption becomes in equation (3.2).

M = (
E

B
)dmod n (3.2)

The main structure of the proposed system is illustrated in Figure 2.

4. Proposed method

The proposed method is applicable to color images. it is explained by two algorithms (i.e. en-
cryption, decryption). Applying this algorithm on the color image represented the fluid move within
a channel. The separation of image cover, encryption, embedded secure data, decryption and extract
secret data clearly are explained in algorithms 1 and 2:

Algorithm 1 (sender part)
Input: B integer number, p, q, message, seed number and cover image (m,n, 3).
Output: stego-image.
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Figure 3: The frontage of the suggested system

A- Cover image.
B- Convert message to ASCII format.
C- Apply equation (3.1) to encryption message.
D- Compute length of the cipher text.
E- Split the cover image to the one dimension (m× n× 3, 1) with an index of each pixel.
F- Apply equation (2.1) using seed number to obtaining the random pixel from step (E) dependent
on the length of cipher text.
I- Apply LSB steganography to hiding into random pixel chooses from (F).
J- Return every pixel to the original location dependent on the index of the cover image.
K- Converting the one dimension of cover image into three dimension (n,m, 3) to rebuild the Stego-
image.
L- output stego-image.

Algorithm 2 (Receiver part)
Input: B integer number, p, q, message, seed number and stego-image (m,n, 3)
Output: secret message.
A- stego-image.
B- split the stego- image to the one dimension (m× n× 3, 1).
C- apply equation (2.1) and using the same seed number from sender and the length of message.
D- apply LSB to extract the secrete data from pixel chooses from (C).
E- apply equation (3.2) using the same B, p and q to obtained the ASCII format of message.
F- convert the ASCII to the character.
I- secret message.

5. Experiments and Results

The proposed system was implemented on a computer with CPU AMD E−300, HD Graphics 1.3
GHz, RAM 2.00 GB, with Window 7, and using MATLAB 2014a software. the system was applied
on BMP images as cover images. The frontage of the suggested system is shown in Figure 3. The
results show that the proposed algorithm achieves an important security. The results show that the
suggested algorithm fulfill a serious security notes the figures 4-10, and the values of fidelity measures
are summarized in Table 1.
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Figure 4: Image 1 with different length message Figure 5: Image 2 with different length message

Figure 6: Image 3 with different length message Figure 7: Image 4 with different length message

Figure 8: Image 5 with different length message Figure 9: Image 6 with different length message

The images from figure 4, 5, and 6 represented the cross section of moving fluid into channel, and
images from figure 7, 8, and 9 are cross section of moving fluid turbulence move into channel. Taken
difference image compression the histogram of the original image with different length message, not
the change of shape of histogram is imperceptible change to the beholder. An example of selecting
random number from color image of size 400 × 300 of message ”hello hatem” for 88 generation of
pixels is shown in Figure 10.
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Figure 10: Random numbers selection from image after cryptography of message

Table 1: represent the different images with different length messages
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6. Conclusions

Notes that using the fluid move images which has strength in terms of intensity of colors and
wave gradients and the turbulent movement of waves within the channel, and observing that:
A- Values of PSNR are very high and MSE are very small, as well as the SSIM is close to 1.
B- The histograms of the original and stego-image are almost identical.
C- LSB steganography with randomized choosing pixels from color image as well as modifying RSA
were results in a new algorithm which has the ability to block any attackers or intruders.
D- Using modify the RSA by cryptography given the suggested system and inter the alternative make
task of attacker or intruder is very difficult to guess the factor which adding to the RSA algorithm,
specially enter another element for the algorithm.
E- It is better to choose a proper value for the seed number, p, q, and B, to prevent repeating the
number of pixel.
F- The algorithm is provided to the suggested system, secure to concealment any secret data with a
guarantee that the image is not distorted even prevent of the attackers or intruders discovering that,
and attempt hack it.
H- The proposed system works well, effectively and quickly, despite the weak capabilities of the
computer on which the system is implemented.
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