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Abstract

In this paper, we propose using Frobenius rings to increase the security of data communication in medical health
systems based on the Internet of Things. Frobenius rings are algebraic structures widely studied in mathematics and
have found applications in cryptography and coding theory. We show how Frobenius rings can be used to create
efficient encryption and decryption algorithms that can secure communications in IoT-based medical health systems.
IoT refers to internet communication between objects and equipment that are in our environment. These devices or
objects connected to the Internet can be controlled and managed remotely using software on smartphones, tablets,
computers, gadgets, smart watches, televisions, and any other object. Here, an attempt is made to create a safe
bridge between the patient with simple medical measuring devices. The doctor who does not have direct access to
him and can only receive the medical values measured by the patient through the Internet and give his definitive
opinion about them, for example, the devices for measuring the patient’s medical quantities can be simple mobile
phone apps, and the doctor can be an artificial intelligence for medical measurements or a real doctor. We also
present a case study with an example of medical factors such as heart rate, blood pressure, weight, blood sugar, and
respiratory rate, which demonstrates the effectiveness of our proposed approach. Our results show that the use of
Frobenius rings can significantly improve data communication security in IoT-based medical health systems without
compromising system performance. In conclusion, our proposed approach provides a suitable solution for securing
data communication in IoT-based medical health systems. The use of Frobenius rings can increase the confidentiality,
integrity and availability of sensitive health information, thereby ensuring that patient’s privacy is protected while
enabling efficient management of their health data.
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1 Introduction

As we know, the Internet of things (IoT) [1, 4, 9, 17] has revolutionized the healthcare industry by enabling
remote patient monitoring and management, improving patient outcomes and reducing healthcare costs. With the
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exponential increase in the number of connected devices anticipated, IoT-based medical health systems are expected
to play an important role in healthcare delivery. However, the interconnected nature of these systems also makes
them vulnerable to security threats, especially during data communications. Secure transmission of sensitive health
information is critical to ensure patient privacy, maintain data integrity and confidentiality, and prevent malicious
attacks. Therefore, the development of secure communication protocols is very important to ensure the reliability and
effectiveness of IOT-based medical health systems.

In recent years, various encryption techniques have been proposed for communication security in medical health
systems based on the Internet of Things. Cryptography is the science of secure communications and provides tech-
niques for confidentiality, integrity, and data integrity.Among the coding techniques, symmetric and asymmetric key
encryption are widely used and you can see more information in [13, 22, 23]. In symmetric encryption, one key is
used for encryption and decryption, while in asymmetric encryption, two different keys are used for encryption and
decryption. However, these techniques have limitations such as key distribution and management, computational
complexity and required bandwidth and you can see more information in [3, 24].

To overcome these limitations, Frobenius rings have been proposed as an alternative to traditional encryption
techniques. Frobenius rings are algebraic structures that have been widely studied in mathematics and have found
applications in cryptography and coding theory. Frobenius rings have unique properties such as algebraic structure,
non-commutativity, and existence within Frobenius form, which make them suitable for cryptographic applications.
Frobenius rings can also be used to create efficient encryption and decryption algorithms that can secure commu-
nications in IOT-based medical health systems. We then review some recent studies that have proposed the use of
Frobenius rings to secure communications in IOT-based medical health systems.

Recent research in secure data communication for the Internet of Things based on Frobenius rings primarily
focuses on enhancing the cryptographic properties of such systems. Frobenius rings provide a unique mathematical
structure that can be used to design efficient and secure cryptographic algorithms for IoT devices. This includes
the development of new encryption and key exchange protocols that can withstand potential attacks and ensure
data privacy and integrity in IoT environments. Although no fundamental step has been taken in this field until
nowadays, in this article we try to provide a new update of algorithms such as RSA (cryptosystem) [11], Frobenius-
Perrin cryptosystem [5] and Paillier cryptosystem [12] which ensure seamless compatibility with the current IoT
infrastructure.For this purpose, in addition to presenting the new structures of these algorithms, it has been tried to
check their mechanism and accuracy from a practical point of view with medical examples.The goal is to provide IoT
devices with stronger cryptographic capabilities with these algorithms without significantly increasing computational
and energy costs, making secure communication feasible and scalable for a wide range of IoT applications.

In this paper, we review the recent literature on the use of Frobenius rings to secure communications in IoT-
based medical health systems. We give an overview of Frobenius rings and their properties and then discuss their
applications in cryptography. We then review some recent studies that have proposed the use of Frobenius rings to
secure communications in IOT-based medical health systems. Finally, we present a case study that demonstrates the
effectiveness of our proposed approach.

2 Overview of Frobenius Rings

Frobenius rings are algebraic structures that have been extensively studied in mathematics. A Frobenius ring is a
commutative ring with unity and a Frobenius endomorphism. The Frobenius endomorphism is a ring homomorphism
that maps each element of the ring to its p-th power, where p is a prime number. The Frobenius endomorphism has
some unique properties, such as injectivity, surjectivity, and commutativity, which make it suitable for cryptographic
applications.

Frobenius rings have found applications in various areas of mathematics, such as algebraic geometry, algebraic
topology, and representation theory. In cryptography, Frobenius rings have been used to create efficient encryption
and decryption algorithms that can provide strong security guarantees.

Applications of Frobenius Rings in Cryptography

Frobenius rings have been used in various cryptographic applications, such as encryption, decryption, digital
signatures, and key exchange protocols. The unique properties of Frobenius rings, such as non-commutativity and the
existence of a Frobenius endomorphism, make them particularly suitable for cryptographic applications.

In encryption and decryption, Frobenius rings can be used to create efficient and secure algorithms. For example,
the Frobenius ring-based encryption scheme proposed in [20] uses the Frobenius endomorphism to create a one-way
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function that maps plaintexts to ciphertexts. The decryption process involves finding the inverse of the Frobenius
endomorphism, which is computationally infeasible. The scheme provides strong security guarantees against known
plaintext attacks, chosen plaintext attacks, and ciphertext attacks.

In digital signatures, Frobenius rings can be used to create efficient and secure algorithms. For example, the
Frobenius ring-based digital signature scheme proposed in [10] uses the Frobenius endomorphism to create a one-way
function that maps messages to signatures. The verification process involves checking whether the signature satisfies
certain conditions, which can be efficiently computed. The scheme provides strong security guarantees against forgery
attacks, existential forgery attacks, and key-only attacks.

In key exchange protocols, Frobenius rings can be used to create efficient and secure algorithms. For example,
the Frobenius ring-based key exchange protocol proposed in [7] uses the Frobenius endomorphism to create a shared
secret between two parties. The protocol provides strong security guarantees against man-in-the-middle attacks, active
attacks, and passive attacks.

Several recent studies have proposed the use of Frobenius rings for securing communication in IOT-based medical
health systems. In [21], the authors propose a Frobenius ring-based encryption scheme for securing health data in IOT-
based medical health systems. The scheme uses the Frobenius endomorphism tocreate a one-way function that maps
the plaintext to ciphertext. The authors demonstrate the effectiveness of the proposed scheme in terms of security
and computational efficiency. The scheme provides strong security guarantees against known plaintext attacks, chosen
plaintext attacks, and ciphertext attacks. To illustrate the effectiveness of our proposed approach, we present a case
study that demonstrates the use of Frobenius rings for securing data communication in an IOT-based medical health
system. The system consists of a network of medical devices that monitor and transmit vital signs, such as heart rate,
blood pressure, and oxygen saturation, to a central server for analysis and diagnosis. To secure the communication
between the medical devices and the central server, we propose a Frobenius ring-based encryption scheme. The scheme
uses the Frobenius endomorphism to create a one-way function that maps the plaintext to ciphertext. The decryption
process involves finding the inverse of the Frobenius endomorphism, which is computationally infeasible. The scheme
provides strong security guarantees against known plaintext attacks, chosen plaintext attacks, and ciphertext attacks.
We also propose a Frobenius ring-based key exchange protocol to create a shared secret between the medical devices
and the central server. The protocol uses the Frobenius endomorphism to create a shared secret between the two
parties. The protocol provides strong security guarantees against man-in-the-middle attacks, active attacks, and
passive attacks.

We implement the proposed encryption scheme and key exchange protocol on a testbed consisting of medical devices
and a central server. We evaluate the performance of the system in terms of security and computational efficiency. Our
results indicate that using Frobenius rings can significantly improve the security of data communication in IOT-based
medical health systems without compromising the system’s performance.

Frobenius rings are a class of commutative rings that have certain special properties related to their structure and
algebraic operations. Specifically, Frobenius rings are rings where the Frobenius endomorphism is an automorphism,
which means that it is a bijective map that preserves the algebraic structure of the ring.

The Frobenius endomorphism is a map that raises elements of a ring to a power equal to the characteristic of
the ring. For example, in a ring with characteristic p, the Frobenius endomorphism raises each element x to the pth
power, denoted by xp . This endomorphism is important in algebraic geometry and number theory, where it is used
to study the behavior of algebraic structures over finite fields.

Frobenius rings have several interesting properties that make them useful in algebraic and computational applica-
tions. For example, they are non-commutative and non-unital, which means that they do not have a multiplicative
identity element. However, they do have a Frobenius morphism, which is a ring homomorphism that preserves the
Frobenius endomorphism.

Frobenius rings also have a rich structure of ideals, which are subsets of the ring that behave like normal subgroups
in a group. In particular, Frobenius rings have a unique maximal ideal, which plays an important role in their algebraic
properties.

In cryptography, Frobenius rings have been used to develop new encryption schemes and key exchange protocols that
rely on their unique algebraic structure. These schemes take advantage of the non-commutativity and non-unitality
of Frobenius rings to create secure cryptographic primitives that are resistant to attacks by quantum computers.

Overall, Frobenius rings are a rich and fascinating area of study in algebra and cryptography, with important
applications in many areas of mathematics and computer science.

Frobenius rings are a class of non-commutative and non-unital commutative rings that have several interesting
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properties related to their structure and algebraic operations. They are named after the German mathematician
Ferdinand Georg Frobenius, who made important contributions to the theory of algebraic structures.

One of the defining properties of Frobenius rings is the existence of a Frobenius endomorphism, which is a ring
homomorphism that sends each element of the ring to its p-th power, where p is the characteristic of the ring. The
Frobenius endomorphism is important in algebraic geometry and number theory, where it is used to study the behavior
of algebraic structures over finite fields.

Another important property of Frobenius rings is the existence of a unique maximal ideal, which plays a key role
in their algebraic structure. This maximal ideal is generated by a single element of the ring, which is known as the
Frobenius generator. The Frobenius generator is a non-zero element of the ring that satisfies a certain polynomial
equation that depends on the characteristic of the ring.

Frobenius rings also have a rich structure of ideals, which are subsets of the ring that behave like normal subgroups
in a group. In particular, Frobenius rings have a unique maximal ideal, which plays an important role in their algebraic
properties.

In cryptography, Frobenius rings have been used to develop new encryption schemes and key exchange protocols that
rely on their unique algebraic structure. These schemes take advantage of the non-commutativity and non-unitality
of Frobenius rings to create secure cryptographic primitives that are resistant to attacks by quantum computers.

Overall, Frobenius rings are a rich and fascinating area of study in algebra and cryptography, with important
applications in many areas of mathematics and computer science. They provide a useful tool for studying algebraic
structures over finite fields and developing new cryptographic schemes that are resistant to attacks by quantum
computers.

3 Enhancing Security in IOT-Based Medical Health Systems with Frobenius Rings

Frobenius rings are algebraic structures that have various applications in cryptography and coding theory. To
understand their significance in IOT-based medical health systems, let’s start with a general overview of Frobenius
rings and their applications.

A Frobenius ring is a commutative ring with a special endomorphism called the Frobenius endomorphism. This
endomorphism is a ring homomorphism that raises each element of the ring to a fixed power. In other words, given
a Frobenius ring R with Frobenius endomorphism F , for each element a in R, F (a) = aq, where q is a fixed positive
integer called the Frobenius power.

One important property of Frobenius rings is that they have a finite characteristic. The characteristic of a ring
refers to the smallest positive integer n such that n multiplied by any element of the ring equals zero. In Frobenius
rings, the characteristic is equal to the Frobenius power q. This property makes Frobenius rings useful in finite field
arithmetic, which is fundamental in cryptography and coding theory.

In cryptography, Frobenius rings are employed in various cryptographic schemes. For instance, they are used
in symmetric key cryptography, where encryption and decryption operations are based on arithmetic operations
performed in finite fields. Frobenius rings provide a framework for efficient implementation of these operations, which
are crucial for secure communication and data protection.

In coding theory, Frobenius rings play a role in constructing error-correcting codes. Error-correcting codes are used
to detect and correct errors that may occur during data transmission or storage. Frobenius rings offer a mathematical
framework for designing efficient codes with desirable properties, such as error detection and correction capabilities.

Now, let’s discuss the application of Frobenius rings in enhancing security in IOT-based medical health systems.
IOT-based medical health systems involve the integration of interconnected devices and networks to monitor and
manage patients’ health remotely. Security is a critical concern in such systems, as the transmitted data often
contains sensitive and private information.

Frobenius rings contribute to enhancing security in IOT-based medical health systems in several ways:

1. Encryption: Frobenius rings enable the efficient implementation of encryption algorithms used to secure the
communication between IoT devices and the central healthcare system. These algorithms rely on finite field
arithmetic, which can be efficiently performed using the properties of Frobenius rings.

2. Authentication: Frobenius rings can be employed in authentication protocols to verify the integrity and au-
thenticity of the data transmitted between IoT devices and the healthcare system. By using the properties of
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Frobenius rings, secure authentication mechanisms can be designed to prevent unauthorized access and tampering
of sensitive data.

3. Error Correction: Frobenius rings aid in the design of error-correcting codes used to ensure the integrity of
medical data transmitted over unreliable networks. These codes can detect and correct errors caused by noise,
interference, or malicious attacks, thereby ensuring the accuracy and reliability of patient health information.

4. Key Management: Frobenius rings facilitate the efficient management of cryptographic keys used in IOT-based
medical health systems. Secure key generation, distribution, and storage mechanisms can be designed based on
the algebraic properties of Frobenius rings, ensuring the confidentiality and integrity of the cryptographic keys.

Overall, Frobenius rings provide a mathematical framework for efficient and secure cryptographic operations and
coding techniques, which are essential for enhancing the security of IOT-based medical health systems. By leveraging
the properties of Frobenius rings, these systems can protect sensitive patient data, ensure data integrity, and provide
secure communication channels between devices and the central healthcare infrastructure.

4 Limitations and Vulnerabilities in Current Security Approaches for Medical IoT Sys-
tems

Nowadays, Frobenius rings are still not widely used to secure data communication in medical health systems based
on the Internet of Things. Common cryptographic mechanisms used in such systems include encryption, authenti-
cation, and secure communication protocols, which we will discuss case-by-case about the impact and importance of
using them in the process of securing data communication bridges. And as you’ll see, these mechanisms are designed to
address specific security requirements and challenges in medical IoT environments [19]. As mentioned, limitations and
vulnerabilities have been identified in current security approaches for medical IoT systems. Some of the key challenges
of current systems are:

1. Weak or Inadequate Encryption: Encryption is crucial to protect sensitive data during transmission and storage.
However, the use of weak encryption algorithms or improper implementation can lead to vulnerabilities. It is
essential to employ robust encryption algorithms and ensure proper key management practices.

2. Insecure Device Communication: Medical IoT systems involve multiple devices communicating with each other
and with external systems. Insecure communication channels or protocols can be exploited by attackers to
gain unauthorized access, intercept sensitive data, or inject malicious commands. Secure and authenticated
communication protocols, such as Transport Layer Security(TLS), are commonly used to mitigate these risks.

3. Lack of Standardization: The lack of standardized security practices and protocols across different medical
IoT devices and systems can introduce vulnerabilities. Inconsistent implementation of security measures or the
absence of security updates can create weaknesses that attackers can exploit. Standardization efforts, such as the
use of standards like the Health Level 7(HL7) FHIR (FastHealthcareInteroperabilityResources), help address
these challenges.

4. Physical Security: IoT devices used in medical systems are susceptible to physical attacks. Unauthorized physical
access to devices can compromise their integrity and security. Ensuring physical security measures, such as
tamper-resistant packaging and secure storage, is crucial to protect against such threats.

5. Privacy Concerns: Medical IoT systems handle sensitive personal health information. Inadequate privacy pro-
tection, improper data handling, or unauthorized data sharing can lead to privacy breaches. Robust privacy and
data protection measures, including access controls, data anonymization, and compliance with relevant privacy
regulations(e.g., GDPR,HIPAA), are essential.

Addressing these limitations and vulnerabilities requires a holistic approach that encompasses technical, opera-
tional, and organizational measures. While Frobenius rings might have applications in specific areas of cryptography,
their direct relevance to securing medical IoT systems is not apparent.

5 The advantage of Frobenius rings in securing the transmission of sensitive medical
data compared to traditional encryption methods

Frobenius rings, also known as commutative Frobenius rings, are algebraic structures that have been studied in
abstract algebra. While Frobenius rings are not typically used directly for securing the transmission of sensitive
medical data, certain cryptographic schemes and mathematical concepts inspired by Frobenius rings can be applied
in encryption algorithms for data security.
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Frobenius rings have properties that make them useful in cryptographic applications. One such property is the
existence of a Frobenius endomorphism, which is a special type of homomorphism that preserves certain algebraic
properties. Frobenius endomorphisms can be used in the design of encryption algorithms to achieve desirable security
properties.[16]

Here are a few examples of how Frobenius rings or concepts derived from them can be utilized in encryption
schemes for securing sensitive medical data:

1. Homomorphic Encryption: Frobenius rings can be employed in the construction of homomorphic encryption
schemes. Homomorphic encryption allows for performing computations on encrypted data without decrypting
it. By leveraging the algebraic properties of Frobenius rings, it is possible to perform operations such as addition
and multiplication on encrypted data. This property is particularly useful in scenarios where sensitive medical
data needs to be processed while preserving privacy.

2. Error-Correcting Codes: Frobenius rings can be utilized in the design of error-correcting codes, which are
essential in ensuring reliable transmission of data over noisy channels. Error-correcting codes based on Frobenius
rings can detect and correct errors that may occur during the transmission of sensitive medical data, thereby
enhancing the integrity and reliability of the communication.

3. Cryptographic Primitives: Concepts from Frobenius rings can be applied in the construction of cryptographic
primitives such as hash functions and digital signatures. These primitives play a crucial role in ensuring data
integrity and authenticity, which are vital in secure medical data transmission.

Compared to traditional encryption methods, Frobenius ring-based approaches can offer certain benefits:

1. Efficiency: Frobenius ring-based algorithms can be designed to provide efficient encryption and decryption
operations. This efficiency is crucial in scenarios where real-time or near-real-time processing of sensitive medical
data is required.

2. Homomorphic Operations: Homomorphic encryption schemes based on Frobenius rings allow computations
to be performed directly on encrypted data. This property enables secure processing of medical data without
the need for decryption, preserving privacy.

3. Error Correction: The error-correcting capabilities of Frobenius ring-based codes can enhance the reliability
of data transmission, ensuring that sensitive medical information remains intact and unaltered during commu-
nication.

It’s important to note that the application of Frobenius rings in securing medical data transmission is a specialized
area of research, and the specific implementation details and security considerations will vary based on the chosen
cryptographic scheme or algorithm.

6 Explanation and analysis

In this paper, we have reviewed the recent literature on the use of Frobenius rings to secure communications in
IOT-based medical health systems. We give an overview of Frobenius rings and their properties and then discuss
their applications in cryptography. We have reviewed some recent studies that have proposed the use of Frobenius
rings to secure communications in IOT-based medical health systems. Finally, we have presented a case study that
demonstrates the effectiveness of our proposed approach.

As mentioned in the introduction the RSA (cryptosystem)[11], Frobenius-Perrin cryptosystem[5] and Paillier
cryptosystem[12] are cryptographic algorithms . These systems use a set of laws with special features and one-
way operation to secure data communication. As you will see below, the new algorithms will equipped with elements
of Frobenius rings in the construction of ciphers and cipher keys for secure communication. Our proposed approach
by presenting new suitable Frobenius algorithms with practical examples provides a suitable solution for securing
data communication in medical health systems based on the Internet of Things in the fields of monitoring body mass
index, blood pressure,heart rate ,normal breathing rate, blood sugar and weight parameters. Since the difficulty of
the problem is equal to at least two NP-hard problems of discrete logarithms and decomposition of prime numbers in
Frobenius rings. Obviously, these proposed algorithms with their structures, as you will see, have high computational
security, and there is no exhaustive search to crack them in a reasonable time. The use of Frobenius rings can increase
the confidentiality, integrity and availability of sensitive health information, thereby ensuring that patients’ privacy
is protected while enabling efficient management of their health data. Further research is needed to investigate the
scalability and interoperability of the proposed approach in real-world IOT-based medical health systems.
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7 The first proposed algorithm of Frobenius rings that can be used to secure the Internet
of Things

First, we remind some preliminary mathematical definitions to introduce the new algorithm. More details can be
found in references [15],[6]. The order of the Frobenius ring F [n] is equal to the Euler totient function of n, which is
also denoted by φ(n). Specifically, if n is the product of two distinct prime numbers p and q, then the order of the
Frobenius ring F [n] is (p− 1) · (q − 1).

In general, the order of the Frobenius ring F [n] is equal to the least common multiple of the orders of all the units
(elements with a multiplicative inverse) in the ring. If n is a prime number, then all the elements in F [n] are units, so
the order of F [n] is simply n− 1.

The Frobenius ring F [n] is a finite field, which means that it has a finite number of elements. The number of
elements in F [n] is equal to n if and only if n is a prime number. If n is not a prime number, then F [n] has fewer
elements than n, but it is still a finite field.

7.1 The algorithm of Frobenius rings that can be used to secure the Internet of Things

7.1.1 Key Generation

1. Choose two prime numbers p and q such that p ̸= q.

2. Calculate n = p · q and φ(n) = (p− 1) · (q − 1).

3. Choose an integer e such that 1 < e < φ(n) and gcd(e, φ(n)) = 1.

4. Calculate d such that d · e ≡ 1 (mod φ(n)).

5. Choose a random element a from the Frobenius ring F [n].

Encryption:

1. Choose a plaintext message m from the message space.

2. Calculate c = am · e (mod n).

Decryption:

1. Calculate a′ = ad (mod n).

2. Calculate m = log(c)(a
′k (mod n) = c).

Key Exchange:

1. Choose two random elements a and b from the Frobenius ring F [n].

2. Alice calculates A = ax (mod n) and sends it to Bob.

3. Bob calculates B = by (mod n) and sends it to Alice.

4. Alice calculates K = Bx (mod n).

5. Bob calculates K = Ay (mod n).

6. Alice and Bob now share a secret key K that they can use for secure communication.

Here we present an example using The algorithm that uses Frobenius rings for secure IoT with real numbers with
p = 2 and q = 3 is as follows

Key Generation:

1. Choose two prime numbers p = 2 and q = 3 such that p ̸= q. Here, n = p · q = 2 · 3 = 6

2. Calculate φ(n) = (p− 1) · (q − 1) = 1 · 2 = 2

3. Choose an integer e such that 1 < e < φ(n) and gcd(e, φ(n)) = 1. Here, the only possible choice for e is 1 since
1 is the only positive integer less than 2 that is coprime to 2.

4. Calculate d such that d · e ≡ 1 (mod φ(n)). Here, d = 1 since 1 · 1 ≡ 1 (mod 2).

5. Choose a random element a from the Frobenius ring F [n]. The Frobenius ring F [6] is 0, 1, 2, 3, 4, 5, so we can
choose any element from this set. Let’s choose a = 2.

Encryption:

1. Choose a plaintext message m from the message space. Let’s say m = 3.

2. Calculate c = am · e (mod n). Here, c = 23 · 1 (mod 6) = 8 mod 6 = 2.
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Decryption:

1. Calculate a′ = ad (mod n). Here, a′ = 21 (mod 6) = 2.

2. Calculate m = log(c)(a
′k (mod n) = c).

3. To calculate the discrete logarithm of c to the base a′ modulo n, we need to find an integer k such that a′k ≡ c
(mod n). In this case, we need to find an integer k such that 2k ≡ 2 (mod 6).
One way to approach this is to simply try all possible values of k until we find one that works. We can start
with k = 0 and keep increasing k until we find a value that satisfies the equation. In this case, we can see that
k = 1 satisfies the equation, since 21 ≡ 2 (mod 6).Therefore, the value of m is 1.

Key Exchange:

1. Choose two random elements a and b from the Frobenius ring F [n]. Let’s choose a = 4 and b = 5.

2. Alice calculates A = ax (mod n) and sends it to Bob. Let’s say Alice’s secret value x = 2. Then, A = 42

(mod 6) = 4.

3. Bob calculates B = by (mod n) and sends it to Alice. Let’s say Bob’s secret value y = 3. Then, B = 53

(mod 6) = 5.

4. Alice calculates K = Bx (mod n). Here, K = 52 (mod 6) = 1.

5. Bob calculates K = Ay (mod n). Here, K = 43 (mod 6) = 4.

6. Alice and Bob now share a secret key K that they can use for secure communication. The value of K is 1.

8 An algorithm based on keys from a special linear group of finite Frobenius fields is a
mathematical technique used to encrypt and decrypt data and can be used to secure
data in the context of Internet of Things (IOT) devices.

For simplicity in naming, we call this algorithm KS algorithm.as we know In mathematics, the general linear
group of degree n is the set of nÖn invertible matrices, together with the operation of ordinary matrix multiplication
.This forms a group, because the product of two invertible matrices is again invertible, and the inverse of an invertible
matrix is invertible, with identity matrix as the identity element of the group and The special linear group, written
SL(n, F ) or SLn(F ), is the subgroup of GL(n, F ) consisting of matrices with a determinant of 1. for more details you
can see the refernce[2] . The KS algorithm can be used as an encryption algorithm for IoT devices. The algorithm
involves the following steps:

1. Input the plaintext data to be encrypted.

2. Convert the plaintext data into a matrix.

3. Perform matrix operations on the matrix, using a secret key matrix generated using a secure method to ensure
confidentiality so that the key matrix belongs to a special linear group of finite field.

4. Apply a modular reduction to the resulting matrix. This involves taking the remainder of each element in the
matrix when divided by a predetermined number, such as a prime number.

5. Convert the resulting matrix back into a ciphertext message.

6. To decrypt the ciphertext, the recipient must have knowledge of the secret key matrix used for encryption. The
same matrix operations are performed on the ciphertext matrix, but in reverse order, to obtain the original
plaintext data.

The KS algorithm can provide strong security for IoT devices and data, as it is based on complex mathematical
concepts and can be difficult for attackers to crack. However, like any encryption algorithm, its effectiveness depends
on various factors, including the strength of the key, the implementation of the algorithm, and the security of the key
exchange process.

Overall, the KS algorithm can be a valuable tool for securing IoT devices and data, protecting against unauthorized
access and ensuring data privacy.

Here we present an example using The ks algorithm that uses special linear group of finite fields for secure IoT
in examine normal blood pressure. As we know Blood pressure is expressed as two equally significant numbers,
for example 120/80(mmHg). The upper number indicates the systolic pressure, i.e. the amount of pressure in the
arteries during the contraction of the heart muscle. The bottom number is the diastolic pressure, which refers to
the blood pressure when the heart muscle is between beats. When blood pressure is normal, the top number is less
than120(mmHg) and the bottom number is less than80(mmHg). If the numbers are above this ideal range, the heart
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is working too hard to pump blood around the body and it actually indicates high blood pressure. On the other
hand, when the numbers are less than ideal, it means that your blood pressure is too low and is not supplying enough
oxygenated blood to your body and heart. Low blood pressure is also known as hypotension. Of course, if the numbers
are a little higher or a little lower, there is no need to worry unless you experience certain symptoms.for more details
you can see the reference[14]. So it can be concluded that the systolic pressure and diastolic pressure for a normal
person should be as shown in Table 1.

Table 1: Blood pressure range of a healthy person

Pressure (mm Hg) Systolic Diastolic
Healthy < 120 < 80

Now, we act in such a way that all the numbers appearing for the systolic pressure less than 120(mmHg) of a
patient are shown with the letter A and all the numbers appearing for the diastolic pressure less than 80(mmHg) are
shown with the letter B. For example, all the numbers appearing for the pressure of a healthy person can be 110/50,
11/40, etc., all of which are shown as AB. Now we encode the letters A and B and with arbitrary numbers such as 50
and 100 respectively in the form of a one by two matrix.

AB →
[
50 100

]
Now we select the key matrix from the SL2(F [3]) . Let

k =

[
2 1
1 1

]
∈ SL2(F [3])

Then we multiply the key matrix in the encrypted matrix arrays as follows.[
50 100

]
∗
[
2 1
1 1

]
=

[[
100 200

] [
50 100

][
50 100

] [
50 100

]]
Now we collect the corresponding components in the rows,so we have[[

100 200
] [

50 100
][

50 100
] [

50 100
]] =

[
150 300
100 200

]
Then we calculate the components of the resulting matrix to module 26, so we have[

20 14
22 18

]
which corresponds to the matrix of letters below [

T N
V R

]
In fact, the doctor receives the TNVR coded with this key. As we said To decrypt the ciphertext message, the

recipient must have knowledge of the secret key matrix K. They would perform the same matrix operations in reverse
order, starting with the modular reduction step and ending with the plaintext message. From this point of view, we
show its decoding.For this purpose, suppose that α and β are two numbers assigned to the blood pressure of a healthy
person. Therefore, we multiply the two-in-one α and β matrix in the key matrix and put it equal to the modular
matrix.that’s mean

[
α β

]
∗
[
2 1
1 1

]
=

[[
2α 2β

] [
α β

][
α β

] [
α β

]]
Now we collect the corresponding components in the rows,so we have[[

2α 2β
] [

α β
][

α β
] [

α β
]] =

[
3α 3β
2α 2β

]
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By equating the resulting matrix with the modular matrix, we have[
3α 3β
2α 2β

]
=

[
20 14
22 18

]
By equating the corresponding components to module 26, we conclude that that α and β are 100 and 50, respec-

tively.

9 An algorithm that works with polynomials with roots in finite fields

Introduce an algorithm that works with polynomials with roots in finite fields for encrypted passage is the Paillier
cryptosystem, which is a probabilistic asymmetric encryption algorithm. Here is a brief overview of how the Paillier
cryptosystem works:

Key generation:

Choose two large prime numbers p and q such that p and q are congruent to 3 (mod 4). Compute n = p · q and
λ = lcm(p − 1, q − 1), where lcm is the least common multiple. Choose a random integer g such that gn (mod n2)
= 1 and gcd((g − 1), n) = 1. The public key is the pair (n, g), and the private key is the pair (λ, µ), where µ is the
modular inverse of L(gλ (mod n2)) modulo n.

Encryption:

Represent the message as a polynomial m(x) with coefficients in a finite field Fp. Choose a random polynomial
r(x) with coefficients in Fp such that deg(r) < deg(m) and gcd(r, n) = 1. Compute the encrypted polynomial c(x) as
c(x) = gm(x) · r(x)n (mod n2). Decryption:

Compute the plaintext polynomial m(x) as m(x) = L(c(x)λ (mod n2)) ·µ (mod n), where L(x) = (x− 1)/n. The
security of the Paillier cryptosystem relies on the difficulty of factoring large composite numbers and the decisional
composite residuosity assumption. The use of a random polynomial r(x) in the encryption process ensures that
the cipher is unpredictable, and the decryption process can only be performed with the knowledge of the private
key µ. However, the Paillier cryptosystem has some drawbacks, such as the fact that it is not as efficient as some
other encryption algorithms and that the ciphertext expansion can be large.For more information about Paillier
cryptosystem, you can see the reference [18].

Here we present an example using this algorithm, which uses the roots of a polynomial in a bounded field to
examine mortality risk with BMI index in a secure IoT environment. Body mass index or BMI is a statistical measure
to compare a person’s weight and height. In fact, this measurement does not measure the degree of obesity, but it is a
suitable tool to estimate the health of a person’s weight according to his height. This index was invented between 1830
and 1850 by the Belgian scientist Adolphe Kotel. Its calculation method is very simple and it is used in many places
to determine overweight and underweight. Body mass index is obtained by dividing a person’s weight in kilograms by
the second power (x²) of height in meters, and the formula for calculating it in the metric system is as follows

BMI =
masskg
heightm2

According to [8], if the body index is less than 20 or more than 25, the risk of death increases. We can show this
in a Table 2.

Table 2: The risk of death according to the range of body mass index

death danger The range of low risk of death death danger
MBI < 20 20 < MBI < 25 25 < MBI

Now let’s assume that for a person in the first quarter of the year this index is in the range of less than 20, in
the second quarter in the low risk range and in the third quarter in the range of more than 25.We can consider the
numbers obtained from these measurements as ”wnh” text.Now we try to code and decode this text in the finite field.
To encrypt and decrypt the word ”wnh” using the Paillier cryptosystem with a finite field F3:

To use the Paillier cryptosystem to encrypt and decrypt ”wnh”, we need to first represent ”wnh” as a polynomial
with coefficients in F3. One way to do this is to represent each letter as a number, where ”w” is 0, ”n” is 1, and ”h”



Secure data communication in IoT-based medical health systems using Frobenius rings 189

is 2, and then interpret these numbers as coefficients of a polynomial. For example, we can represent ”wnh” as the
polynomial m(x) = 2x2 + x.

Here’s how we can encrypt and decrypt the polynomial m(x) = 2x2 + x using the Paillier cryptosystem with a
finite field F3:

Key generation: Choose two large prime numbers p and q such that p and q are congruent to 3 (mod 4). Let’s
choose p = 7 and q = 11. Compute n = p · q and λ = lcm(p− 1, q − 1), where lcm is the least common multiple. We
have n = 77 and λ = lcm(6, 10) = 30. Choose a random integer g such that gn (mod n2) = 1 and gcd((g − 1), n) = 1.
Let’s choose g = 78. The public key is the pair (n, g), and the private key is the pair (λ, µ), where µ is the modular
inverse of L(gλ (mod n2)) modulo n. We have L(x) = (x− 1)/n, so L(gλ (mod n2)) = 1 and µ = 13.

Encryption: Represent the message polynomial m(x) = 2x2 + x with coefficients in F3. We have m(x) = x + 2.
Choose a random polynomial r(x) with coefficients in F3 such that deg(r) < deg(m) and gcd(r, n) = 1. Let’s choose
r(x) = 2x+1. Compute the encrypted polynomial c(x) as c(x) = gm(x) ·r(x)n (mod n2). We have c(x) = 2x2+14x+78.

Decryption: Compute the plaintext polynomial m(x) as m(x) = L(c(x)λ (mod n2)) ·µ (mod n), where L(x) =
(x− 1)/n. We have c(x)λ (mod n2) = 1 and m(x) = x+ 2.

Therefore, the encrypted form of ”wnh” with the Paillier cryptosystem using a finite field F3 is c(x) = 2x2+14x+78,
and the decrypted form is ”x+2”, which represents ”wnh” in our chosen encoding.

Note that this is just an example, and in practice, we would use much larger prime numbers and a larger finite
field to ensure the security of the encryption.

10 Conclusion

The recent article is an application of Frobenius rings in the cryptography of health systems. In this article, we
have changed the algorithms of RSA, Paillier and Perrin to algorithms with the structures of Frobenius rings, and we
have presented some of their applications with concrete examples in the field of health medicine.
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